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Physical Attacks
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Countermeasures
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Side-Channel Attacks Fault-Injection Attacks

Masking Redundancy
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Research Questions
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Combined Attacks

Combined Protection

Formal Verification



Side-Channel Analysis
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Side-Channel Attacks
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Cryptographic 
Operation

Measure power consumption during ongoing operation

(Statistical) analysis to recover processed secret



Security Engineering |

Countermeasures against Side-Channel Attacks
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𝒙 = 𝒙𝟎⊕𝒙𝟏⊕ …⊕𝒙𝒔$𝟏

Linear Functions Non-linear Functions
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Modeling Side-Channel Attacks

16. Januar 2025Computer-Aided Verification of Countermeasures against Physical Attacks 10

𝒅-probing model [ISW03]

An adversary is given the exact values of up to 
𝑑 wires of a circuit C.

Glitch-extended 𝒅-probing model [FGP+18]

An adversary is given the exact values 
of all synchronization points influencing 

up to 𝑑 wires of a circuit C.
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Protection by Secure Gadgets
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𝑠

𝑠

𝑠

𝑠

𝑠

Insecure Circuit Protected Circuit

Replace insecure gates by 
secure gadgets

Share inputs and outputs

Maintain timing (pipelining)
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Modeling Side-Channel Attacks – Composability
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PNI [BBD+15]
Probe Non-Interference

PSNI [BBD+16]
Probe Strong Non-Interference

𝑑! ≤ 𝑑 𝑑" + 𝑑# ≤ 𝑑

𝑑"

𝑑#

𝑑"

𝑑#

𝑑" + 𝑑# ≤ 𝑑

PINI [CS20]
Probe-Isolating Non-Interference

0 1 2 0 1 2

0 1 2



Fault-Injection Attacks
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Fault-Injection Attacks [RBSG21]
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Clock Glitches

𝑇"#$%

𝑇!"# ≥ 𝑇!$%& + 𝑡!"#' + 𝑡()&*+ − 𝛿
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Fault-Injection Attacks [RBSG21]
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Countermeasures against Fault-Injection Attacks
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Duplication Linear Error Correcting Codes

𝑪 𝑪 𝑪

Detection/Correction

𝑪′

Detection/Correction

Detection: 𝑘 + 1 instantiations

Correction: 2𝑘 + 1 instantiations

Detection: 𝑑&$' −1

Correction: (,-.)*
+

Encoding
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Modeling Fault-Injection Attacks [RBSG21]
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𝜻(𝒏, 𝒕, 𝒍)
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Modeling Fault-Injection Attacks [RBSG21]
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𝜻(𝒏, 𝒕, 𝒍)

𝒏 = 𝟐
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Modeling Fault-Injection Attacks [RBSG21]
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𝜻(𝒏, 𝒕, 𝒍)

{xor} ↦ {nand, or, set, reset}
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Modeling Fault-Injection Attacks [RBSG21]
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𝜻(𝒏, 𝒕, 𝒍)

𝑙 ∈ {c, , m,mc,}

𝑙 = c-



Security Engineering |

Modeling Fault-Injection Attacks – Composability
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FNI [DN20]
Fault Non-Interference

FSNI [DN20]
Fault Strong Non-Interference

𝑘! ≤ 𝑘 𝑘" + 𝑘# ≤ 𝑘

𝑘"

𝑘#

FINI [FRSG22]
Fault-Isolating Non-Interference

𝑘" + 𝑘# ≤ 𝑘

𝑘"

𝑘#

0 1 2 0 1 2

0 1 2



Combined Attacks
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Modeling Fault-Injection Attacks – Composability
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CNI [DN20]
Combined Non-Interference 

𝑑! + 𝑘" + 𝑘# ≤ 𝑑
𝑘" + 𝑘# ≤ 𝑘

𝑘"

𝑘#

CSNI [DN20]
Combined Strong Non-Interference

𝑑" + 𝑑# + 𝑘" + 𝑘# ≤ 𝑑
𝑘" + 𝑘# ≤ 𝑘

𝑘"

𝑘#𝑑"

𝑑#

ICSNI [DN20]
Independent Combined Strong Non-Interference

𝑑" + 𝑑# ≤ 𝑑
𝑘" + 𝑘# ≤ 𝑘

𝑘"

𝑘#
𝑑"

𝑑#



Verification
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Verification Concept
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Circuit Model Elaborate

Verification

ReportingGate-level
Netlist

Side Channel

Fault Injection

Reciprocal 
Effects
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Binary Decision Diagrams (BDDs)
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𝒙𝟎 𝒙𝟏 𝒙𝟐 𝒇
0 0 0 0
0 0 1 1
0 1 0 0
0 1 1 1
1 0 0 0
1 0 1 1
1 1 0 1
1 1 1 0

𝒙𝟎

10

𝒙𝟏

𝒙𝟐

0

1

Truth table for function 
𝑓 = 𝑥- ⋅ 𝑥*⊕𝑥+

BDD of the function 𝑓

𝒇

𝒙𝟏

𝒙𝟐𝒙𝟐𝒙𝟐

Advantages using BDDs

§ Proposed for testing VLSI circuits

§ Symbolic simulation

§ Boolean operations are elementary 
operations

§ Efficiently determine number of 
satisfying assignments 

§ Checking statistical dependencies

§ Comparing golden and faulty circuit 
models 
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Verification Principles for 𝑑-Probing [KSM20]
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𝒅-Probing Security. A circuit 𝐶 with secret input set 𝑿 ∈ 𝔽+1 is 𝑑-probing secure, if and only if for any 
observation set 𝑸 containing 𝑑 wires, 𝑿 is statistically independent of the observation set, i.e., the following 
condition holds:

Pr 𝑸 𝑿 = Pr[𝑸].

𝑎 𝑏

𝑃-
𝑃*

𝑸 = 𝑃2, 𝑃3 	

𝑿4 ⊆ 𝑿	 i.e.,	 𝑿4 ∈ { 𝑎 , 𝑏 , 𝑎, 𝑏 }

𝑝𝑸,𝑿2 𝟏, 𝟏 ≠ 𝑝𝑸 𝟏 ⋅ 𝑝𝑿2 𝟏 	→	 insecure
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Checking Fault Security on BDDs
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IN0 IN1 IN2 IN3 IN4 IN5 IN6

OR AND AND

INV AND

AND XOR INV

REG REGREG REG

OUT OUTOUT OUT

Golden Circuit Model
IN0 IN1 IN2 IN3 IN4 IN5 IN6

OR AND AND

INV AND

AND SET INV

REG REGREG REG

OUT OUTOUT OUT

Faulty Circuit Model

XOR XORXOR XOR

Counting satisfying variable assignments 

only BDDs are createdno extra DAG nodes
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Verification of Countermeasures against Fault Injections [RBRSS+21]
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1-bit Protection 2-bit Protection 3-bit Protection

𝒏
𝒌

925

766

0.021 s

𝒏
𝒌

1 490

329 730

1.496 s

𝒏
𝒌

1 807

91 737 144

2 937 s

Single round of CRAFT protected by linear error correcting codes

𝒕 = 𝝉𝒃𝒇 𝒍 = 𝐦𝐜5
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Verification of Combined Gadgets [RFSG22]
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ICSNI

The gadget has been originally proposed in [DN20] and should be (1,1)-ICSNI.
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VERICA – Verification of Combined Attacks 
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Features
Limitations

Side-Channel Security
𝑑-probing model
Glitch-extended 𝑑-probing

Side-Channel Composability 
PNI
PSNI
PINI

Fault Security
Detection strategy
Correction strategy
SIFA strategy

Combined Security
𝑑, 𝑘 -combined security

Fault Composability 
FNI
FSNI
FINI

Combined Composability 
CNI CINI
CSNI ICINI
ICSNI

Performing exhaustive analyses   - exact verification
for generic unrolled hardware circuits

No transitions nor couplings

Only unrolled circuits 

Higher-order verifications
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Summary

16. Januar 2025Computer-Aided Verification of Countermeasures against Physical Attacks 34

Circuit Model Elaborate

Verification

ReportingGate-level
Netlist

Side Channel

Fault Injection

Reciprocal 
Effects

Modeling of Physical Attacks Verification of Countermeasures against Physical Attacks

https://github.com/Chair-for-Security-Engineering/VERICA

Code and paper are publicly available
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PNI [BBD+15]
Probe Non-Interference

PSNI [BBD+16]
Probe Strong Non-Interference

𝑑! ≤ 𝑑 𝑑" + 𝑑# ≤ 𝑑

𝑑"

𝑑#
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Modeling Fault-Injection Attacks – Composability
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FNI [DN20]
Fault Non-Interference

FSNI [DN20]
Fault Strong Non-Interference

𝑘! ≤ 𝑘 𝑘" + 𝑘# ≤ 𝑘

𝑘"

𝑘#
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Modeling Combined Attacks – Composability 
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CNI [DN20]
Combined Non-Interference 

CSNI [DN20]
Combined Strong Non-Interference

𝑑! + 𝑘" + 𝑘# ≤ 𝑑
𝑘" + 𝑘# ≤ 𝑘

𝑑" + 𝑑# + 𝑘" + 𝑘# ≤ 𝑑
𝑘" + 𝑘# ≤ 𝑘

𝑘"

𝑘#

𝑘"

𝑘#𝑑"

𝑑#

ICSNI [DN20]
Independent Combined Strong Non-Interference

𝑑" + 𝑑# ≤ 𝑑
𝑘" + 𝑘# ≤ 𝑘

𝑘"

𝑘#
𝑑"

𝑑#
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Modeling Side-Channel Attacks – Composability 
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𝑑"

𝑑#

𝑑" + 𝑑# ≤ 𝑑

𝑎 𝑏

PINI [CS20]
Probe-Isolating Non-Interference
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Modeling Fault-Injection Attacks – Composability 
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FINI [FRSG22]
Fault-Isolating Non-Interference

𝑘" + 𝑘# ≤ 𝑘

𝑘"

𝑘#

0 1 2 0 1 2

0 1 2
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Modeling Combinded Attacks – Composability
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CINI [FRSG22]
Combined-Isolating Non-Interference

ICINI [FRSG22]
Independent Combined-Isolating Non-Interference

𝑑" + 𝑑# + 𝑘" + 𝑘# ≤ 𝑑
𝑘" + 𝑘# ≤ 𝑘

𝑘"

𝑘#𝑑"

𝑑#

𝑑" + 𝑑# + 𝑘" + 𝑘# ≤ 𝑑
𝑘" + 𝑘# ≤ 𝑘

𝑘"

𝑘#𝑑"

𝑑#
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PINI Gadget (HPC2)
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FINI Gadget
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CINI Gadget – 𝐇𝐏𝐂𝟏𝐜
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CINI Gadget – 𝐇𝐏𝐂𝟐𝐜
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ICINI Gadget - 𝐇𝐏𝐂𝟏𝐈
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Practical Validation
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fault free – 100 million traces one fault – 100 million traces two faults – 1 million traces

PRESENT S-box protected by (𝟐, 𝟐)-CINI Gadgets
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Verification Principles in SILVER [KSM20]
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𝒅-Non-Interference. A circuit 𝐶 with secret input set 𝑿 ∈ 𝔽+1 provides 𝑑-Non-Interference if and only if for 
any observation set of 𝑑6 ≤ 𝑑 wires 𝑸 there exists a set 𝑺 of input shares with 𝑺 ∀, ≤ 𝑑′ such that 

Pr 𝑸 𝑺 = Pr[𝑸|𝑆ℎ 𝑿 ].

𝑑! ≤ 𝑑

𝑎 𝑏

𝑃-
𝑃*

𝑸 = 𝑃-, 𝑃*

𝑺 = 𝑎-, 𝑎+, 𝑏*, 𝑏+

𝑆ℎ 𝑿 = 𝑆ℎ(𝑎, 𝑏)
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Verification Principles in SILVER [KSM20]
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𝒅-Strong Non-Interference. A circuit 𝐶 with secret input set 𝑿 ∈ 𝔽+1 provides 𝑑-Strong Non-Interference if 
and only if for any observation set of 𝑑6 = 𝑑* + 𝑑+ ≤ 𝑑 wires 𝑸 of which 𝑑* are internal wires and 𝑑+ are 
output wires, there exists a simulation set 𝑺 of input shares with 𝑺 ∀, ≤ 𝑑* such that 

Pr 𝑸 𝑺 = Pr[𝑸|𝑆ℎ 𝑿 ].

𝑎 𝑏

𝑸 = 𝑃-, 𝑃*

𝑺 = 𝑎-, 𝑏*

𝑆ℎ 𝑿 = 𝑆ℎ(𝑎, 𝑏)

𝑑"

𝑑#

𝑑" + 𝑑# ≤ 𝑑
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Verification Principles in SILVER [KSM20]
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𝒅-Probe-Isolating Non-Interference. Let 𝑷 be the set of internal probes with 𝑷 = 𝑑*. Let further 𝑰𝑶 be 
the index set assigned to the probed output wires 𝑶 with 𝑰𝑶 = 𝑑+.
A circuit 𝐶 with secret input set 𝑿 ∈ 𝔽+1 provides 𝑑-Probe-Isolating Non-Interference if and only if for every 
𝑷 and 𝑶 with 𝑑* + 𝑑+ ≤ 𝑑 there exists a set 𝑰𝑰 of circuit indices with 𝑰𝑰 ≤ 𝑑* such that 𝑸 = 𝑷 ∪ 𝑶 can be 
perfectly simulated by 𝑺 = 𝑆ℎ 𝑿 𝑰𝑰∪𝑰𝑶 , i.e., it holds that

Pr 𝑸 𝑺 = Pr[𝑸|𝑆ℎ 𝑿 ].

𝑸 = 𝑃-, 𝑃*

𝑺 = 𝑎-, 𝑎+, 𝑏-, 𝑏+

𝑆ℎ 𝑿 = 𝑆ℎ(𝑎, 𝑏)

𝑑"

𝑑#
𝑑" + 𝑑# ≤ 𝑑

𝑎 𝑏
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Complexity Reduction in FIVER
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Case Studies from FIVER
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Case Studies from VERICA – Combined Gadgets 
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Case Studies from VERICA – SNINA Flaw
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Case Studies from VERICA – ParTI 
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Case Studies from VERICA – SIFA 
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Case Studies from CINI – Gadgets 
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Welsh‘s 𝒕-test
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𝑡 =
𝜇- −𝜇*

𝜎-+
𝑛-
+𝜎*

+

𝑛*
Welsh‘s  𝒕-test is used to validate the null hypothesis.
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Differential Power Analysis (DPA)
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𝑘" 𝑘# ⋯ 𝑘$

𝑑"
𝑑#
⋮
𝑑%

Crypto 
Algorithm

𝑣"," ⋯ 𝑣",$
⋮ ⋱ ⋮

𝑣%," ⋯ 𝑣%,$

Power 
Model

ℎ"," ⋯ ℎ",$
⋮ ⋱ ⋮

ℎ%," ⋯ ℎ%,$

Statistical 
Analysis

𝑡"," ⋯ 𝑡",'
⋮ ⋱ ⋮
𝑡%," ⋯ 𝑡%,'

𝑟"," ⋯ 𝑟",'
⋮ ⋱ ⋮
𝑟$," ⋯ 𝑟$,'

Key Hypotheses

Plaintext or 
Ciphertext

Hypothetical 
Intermediate Values

Hypothetical 
Power Consumption

Measured 
Power Traces

RESULT

[MOP08] Power analysis attacks: Revealing the secrets of smart cards.
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Fault-Injection Attacks [RBSG21]
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Clock Glitches

𝑇"#$%

𝑇!"# ≥ 𝑇!$%& + 𝑡!"#' + 𝑡()&*+ − 𝛿
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Fault-Injection Attacks [RBSG21]
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Clock Glitches

𝑇′!"# < 𝑇!$%& + 𝑡!"#' + 𝑡()&*+ − 𝛿

Underpowering and Voltage Glitches

𝑡456 =
𝐶5 ⋅

2 𝑉768
𝑉99 − 𝑉768

+ ln 3 − 4 𝑉768𝑉99
	

𝜇4𝐶:;
𝑊
𝐿 8

𝑉99 − 𝑉768

unsta
ble



Security Engineering |

𝑆 = 𝑉!"" − 𝑉#$"

Fault-Injection Attacks [RBSG21]

16. Januar 2025Computer-Aided Verification of Countermeasures against Physical Attacks 63

Electromagnetic Pulses Laser Fault Injection

𝑆

𝐷

𝐶𝐿𝐾

𝑄

VDD

VDD

VDD

VDD

0 V

0 V

0 V

0 V

𝐷

𝐶𝐿𝐾

𝑄

𝑄̂
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Electromagnetic Pulses Laser Fault Injection

𝑆
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𝑄
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𝑡;<= =
𝐶< ⋅

2 𝑉>=+
𝑉?? − 𝑉>=+

+ ln 3 − 4 𝑉>=+𝑉??
𝜇@𝐶AB

𝑊
𝐿 +

𝑉?? − 𝑉>=+

[R08] Fundamentals of microelectronics. 
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𝒫 = {𝑡C , 𝑡*, … , 𝑡>)*}

where 𝑡- > 𝑡* > ⋯ > 𝑡>)* and 𝑇 ≤ |𝒢#DE$'|

𝒢"FGH%D#,, = 𝑔 ∈ 𝒢#DE$'	 𝑡 𝑔 ≥ 𝑡, , 𝑡, ∈ 𝒫}	

𝒢"FGH%D#,- = {𝑔J}

𝒢"FGH%D#,* = 𝑔K, 𝑔L, 𝑔M ∪ {𝑔J}

𝒢"FGH%D#,+ = 𝑔- ∪ 𝑔K, 𝑔L, 𝑔M ∪ {𝑔J}

𝑐5 = {𝑔-, 𝑔*, 𝑔+, 𝑔K, 𝑔N, 𝑔L, 𝑔M, 𝑔O, 𝑔P, 𝑔J}
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𝑎𝑛𝑑 ↦ 𝑜𝑟, 𝑠𝑒𝑡, 𝑟𝑒𝑠𝑒𝑡
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𝑎𝑛𝑑 ↦ 𝑛𝑎𝑛𝑑, 𝑜𝑟, 𝑠𝑒𝑡, 𝑟𝑒𝑠𝑒𝑡
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