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Physical Attacks
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Fault-Injection Attacks Side-Channel Attacks
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Countermeasures

Side-Channel Attacks Fault-Injection Attacks

Masking Redundancy
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Research Questions

Combined Attacks

Combined Protection

Formal Verification
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Side-Channel Attacks

(Statistical) analysis to recover processed secret

Measure power consumption during ongoing operation
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Countermeasures against Side-Channel Attacks
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Modeling Side-Channel Attacks

d-probing model [ISWO03]
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An adversary is given the exact values of up to
d wires of a circuit C.
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Glitch-extended d-probing model [FGP+18]
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An adversary is given the exact values
of all synchronization points influencing
up to d wires of a circuit C.
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Protection by Secure Gadgets

Insecure Circuit Protected Circuit
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Replace insecure gates by
secure gadgets

Share inputs and outputs

Maintain timing (pipelining)
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Modeling Side-Channel Attacks — Composability

PNI [BBD+15] PSNI [BBD+16] PINI [CS20]

Probe Non-Interference Probe Strong Non-Interference Probe-Isolating Non-Interference

d'<d di+dy <d iy +d, < d
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Fault-Injection Attacks [RBSG21]

Clock Glitches
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Fault-Injection Attacks [RBSG21]

Clock Glitches Laser Fault Injection
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Fault-Injection Attacks [RBSG21]
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Countermeasures against Fault-Injection Attacks

Duplication Linear Error Correcting Codes

!

Detection/Correction Detection/Correction

Detection: d,;, — 1

Detection: k + 1 instantiations

H . min—1
Correction: 2k + 1 instantiations Correction: l—z J
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Modeling Fault-Injection Attacks [RBSG21]
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Modeling Fault-Injection Attacks [RBSG21]
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Modeling Fault-Injection Attacks [RBSG21]
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Modeling Fault-Injection Attacks [RBSG21]
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Modeling Fault-Injection Attacks — Composability

FNI [DN20] FSNI [DN20] FINI [FRSG22]
Fault Non-Interference Fault Strong Non-Interference h Fault-Isolating Non-Interference
3 '
ka
k'<k ki+k, <k ki +ky, <k
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Modeling Fault-Injection Attacks — Composability

CNI [DN20] CSNI [DN20] ICSNI [DN20]
Combined Non-Interference Combined Strong Non-Interference Independent Combined Strong Non-Interference
kq kq
{
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d' ki +ky<d di+dy+ky+ky <d di +d; =d

ki thy <k T ki tky <k ki +ky <k
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Verification Concept

Side Channel

Reciprocal
Effects

Gate-level Circuit Model Elaborate
Netlist

Reporting

on - T T T T ——

Verification
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Binary Decision Diagrams (BDDs)

Advantages using BDDs
» Proposed for testing VLSI circuits
= Symbolic simulation

» Boolean operations are elementary
operations

= Efficiently determine number of
satisfying assignments

= Checking statistical dependencies

= Comparing golden and faulty circuit
models

BDD of the function f
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Verification Principles for d-Probing [KSM20]

d-Probing Security. A circuit C with secret input set X € 7 is d-probing secure, if and only if for any
observation set Q containing d wires, X is statistically independent of the observation set, i.e., the following
condition holds:

Pr(Q|X] = Pr[Q].

Q = {Py, P}

Py X X ie, X' €{{a}{b}{ab}}

Pox'(1,1) # po(1) - px/(1) - insecure
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Checking Fault Security on BDDs &

Golden Circuit Model Faulty Circuit Model
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Counting satisfying variable assignments
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Verification of Countermeasures against Fault Injections [RBRSS+21]

tztbf l=mcoo

Single round of CRAFT protected by linear error correcting codes

1-bit Protection 2-bit Protection
L L
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3-bit Protection
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Verification of Combined Gadgets [RFSG22]
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The gadget has been originally proposed in [DN20] and should be (1,1)-ICSNI.
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VERICA - Verification of Combined Attacks

] [ |

[ | [ |
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Side-Channel Security Fault Security Combined Security [ Only unrolled circuits
d-probing model Detection strategy (d, k)-combined security
Glitch-extended d-probing Correction strategy

SIFA strategy
mmm No transitions nor couplings

Side-Channel Composability Fault Composability Combined Composability
PNI FNI CNI CINI

PSNI FSNI CSNI ICINI

PINI FINI ICSNI

mmm Higher-order verifications

Performing exhaustive analyses - exact verification
for generic unrolled hardware circuits
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Summary

Code and paper are publicly available

https://github.com/Chair-for-Security-Engineering/VERICA
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EEEE Gate-level Circuit Model Elaborate Reporting
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T Verifcation
Modeling of Physical Attacks Verification of Countermeasures against Physical Attacks
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Modeling Side-Channel Attacks — Composability

PNI [BBD+15] PSNI [BBD+16]

Probe Non-Interference Probe Strong Non-Interference

d' <d dy+d, <d
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Modeling Fault-Injection Attacks — Composability

FNI [DN20] FSNI [DN20]

Fault Non-Interference kq Fault Strong Non-Interference

_k'<k ki +ky, <k
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Modeling Combined Attacks — Composability

CNI [DN20] CSNI [DN20] ICSNI [DN20]

Combined Non-Interference Combined Strong Non-Interference Independent Combined Strong Non-Interference

kq
d' kg +ky<d di+dy+ki+ky,<d dy+dy<d
ki+ky <k T kitky <k ky+hy <k
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Modeling Side-Channel Attacks — Composability

PINI [CS20]

Probe-Isolating Non-Interference

a b

dy

dy+d, <d
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Modeling Fault-Injection Attacks — Composability

FINI [FRSG22]

Fault-Isolating Non-Interference

ki +ky <k
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Modeling Combinded Attacks — Composability

CINI [FRSG22] ICINI [FRSG22]
Combined-Isolating Non-Interference Independent Combined-Isolating Non-Interference
; | " |
dz dZ
d1+d2+k1+k2Sd d1+d2+k1+k2Sd
ki+k, <k ki+k,<k
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PINI Gadget (HPC2)

ag by To bo a1
xor xOr
[reg [eg reg]  [reg] rog]
and and and and and and
xor xor
ez [Rz]  [req] fez] [F2] [

Xor

(&0)

Xor

&1
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FINI Gadget

a® 0 al bt

A ERRORFLAG cl
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CINI Gadget — HPC§
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ICINI Gadget - HPC}
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Practical Validation

PRESENT S-box protected by (2, 2)-CINI Gadgets
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Verification Principles in SILVER [KSM20]

d-Non-Interference. A circuit C with secret input set X € F} provides d-Non-Interference if and only if for
any observation set of d’ < d wires Q there exists a set § of input shares with |S|,; < d’ such that

Pr[Q|S] = Pr[Q|Sh(X)].

Q ={POJP1}

Po S ={ao, az, by, by}

Sh(X) = Sh(a, b)

d’=d
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Verification Principles in SILVER [KSM20]

d-Strong Non-Interference. A circuit C with secret input set X € F} provides d-Strong Non-Interference if
and only if for any observation set of d' = d; + d, < d wires Q of which d; are internal wires and d, are
output wires, there exists a simulation set S of input shares with |S|,; < d; such that

Pr[Q|S] = Pr[Q|Sh(X)].

Q ={POJP1}

S = {aO' bl}

Sh(X) = Sh(a, b)
d

dy+d, <d
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Verification Principles in SILVER [KSM20]

d-Probe-lsolating Non-Interference. Let P be the set of internal probes with |P| = d,. Let further I, be

the index set assigned to the probed output wires 0 with |I,| = d,.
A circuit C with secret input set X € F} provides d-Probe-Isolating Non-Interference if and only if for every

P and 0 with d; + d, < d there exists a set I, of circuit indices with |I;| < d, such that Q = P U O can be
perfectly simulated by § = Sh(X)"1Vo j.e., it holds that

Pr[QIS] = Pr[QISh(X)].

Q = {Po, P1}

S = {ay, az, by, by}

Sh(X) = Sh(a, b)

dy

di+d, <d
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Complexity Reduction in FIVER

Algorithm 10 Complexity Reduction.

Require: Golden circuit model D, set of valid fault location (nodes) A
Ensure: Set of reduced fault locations A,eq
1: E(—ﬂ Ared<_[2)

2. for Vd € D do I"""\ /'—'E‘\ PN
3: if type (d) = reg or type (d) = out then \ I 3 / \
" S nud ! N I / \
5: if d € A then ! ‘o I / I
6: Ared — Ared ud ! \ \ ] /
8 end if \ LI N | /
9: end for ‘CO 1 Cq !
10: for o € ¥ do \ 1 I /
11: Ared < Ared Unode_in(o) 1 1 I /
122 Do ! \/ 1 ‘\ Vs
ey : g3 ! \ ga »
14:  while ® # () do | [ N i T -
15: a « P[0], delete(P[0]) | 1 ,’ \
16: for Vn € node_in(c) do I I I \ / - E \\
17: if type (n) # reg and type (n) # in then 1 | \ 1 1 2 I
18: d—dUn \\ Iy I 1 J
19: end if ] 1
20: if out_degree(a) > 1 and a € A and « & A,¢q then \\ gf)/ N / \\ 97/,
21: Aveq ¢+ Aeq U =" =
22: end if ﬁ
23: end for
24: end while
25: end for
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Case Studies from FIVER

Redundancy Verification Parameter Design Properties Analysis Results
(Capability*) {(n,t,1) Variate Complexity Comb. Seq. Logic Combinations Time Security
[bits] Reduction Gates Gates Stages [s]
CRAFT - 1 round (detection)
1(1) ¢(1, b5, cs) univariate no 845 80 2 766 0.021 v
1(1) ((2,7vf,cs) univariate no 845 80 2 151561  0.769 X
3(2) ((2, b5, cs) univariate no 1410 112 2 329730  1.496 v
3(2) ((3,7bs,cs) univariate no 1410 112 2 64 320469 441 X
P no 1679 128 2 91737144 2937 4
463) (3, mop,c5) univariate o 1679 128 2 4665200 360
CRAFT - 2 rounds (detection)
1(1) ¢(1, 7y, cs) univariate no 1571 160 3 1491 0378
1 (1) C(2, vy, ¢ s) univariate no 1571 160 3 417882 62 X
3(2) ((2, b5, cs) univariate no 2526 224 3 868 500 157 v
3(2) ((3, 7, cs) univariate no 2526 224 3 250 984 950 00 -
’ ’ yes 2526 224 3 7364279 408 X
CRAFT - 2 rounds — multivariate (detection)
1(1) C(1,7b5,cs) bivariate no 1720 160 3 682832 140 v
1(1) C(1,7pp,cs) trivariate yes 1720 160 3 99542528 26955 4
3(2) ¢(2,7er,s) bivariate no 2915 224 3 38651200 81897 /
CRAFT - 1 round (correction)
3(1) ¢(1, b5, cs) univariate no 2868 112 2 2788  0.081 v
3(1) ((2, b5, cs) univariate no 2868 112 2 3201690 22 X
7(2) ((2, 75, c5) univariate no 17460 176 2 129651034 3543 4
P yes 17460 176 2 10923888 130 v
LED-64 — 1 round (detection)
1 (1) ¢(1,7pf,cs) univariate no 1541 0 1 1301 0.064 4
(1) ((2,7pr,cs) univariate no 1541 0 1 846951  9.558 X
( ) ((2, b5, cs) univariate no 2435 0 1 1730730 27 v
3(2) ((3,7p5,cs) univariate no 2435 0 1 1072477550 12722 X
4(3) C(3, 70y, cs) univariate no 2916 0 1 1654087449 17348 /
P ves 2916 0 1 3983413 9 v
AES-128 — 1 round (detection)
1(1) ¢(1,7bf,cs) univariate no 24864 0 24432 22 4
- no 34159 0 1 298473528 00 -
12 (2, 7p,c5) univariate 0 34159 0 1 56632584 471281

* e . n
The capability determines the maximum number of faults that can be detected or corrected by the correspond-
ing countermeasure.
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Case Studies from VERICA — Combined Gadgets

Gadget Design SCA FIA Combined

d k rand. comb. memory PNI PSNI Time FNI FSNI Time (d, k) Time
NINA 11 0 4 0 17 - 0460s 17 — 0.429s (1,1)7  0.430s
NINA 12 0 6 0 17 - 0455s 27 - 0445s & (1,2)7  0.492s
NINA 21 0 6 0 27 - 0471s 1/ - 045ls © (2,1)  0.436s
NINA 22 0 9 0 20 — 04425 27 — 0.444s (2,2)7  0.4425s
SNINA 11 1 22 16 - 17 0476s - 17 0.449s (1,1)  0.473s
SNINA 12 1 38 26 - 1Y 0451ls — 27 0.500s & (1,2)  0.519s
SNINA 2 1 3 57 33 — 27 0566s - 17 0456s &5 2D%11) 0.592s
SNINA 22 3 96 54 - 27 0821s - 27 0.673s <2,2>"/<1,1>/ 1.062's
SININA 11 2 90 30 — 17 0450s - 17 0461s  (LD"009 0.456s
SININA 12 3 360 50 - 17 05558 — 27 1.395s =z (12)"/(00)/ 17.985 s
SININA 21 6 207 63 — 2/ 1.334s — 17 0511s & D% 007 T73.574s
SININA* 2 2 9 825 105 — 2/ 76.030s — 2/ 5300s (2200 >2.7h

* Due to the high verification complexity, we interrupted the combined analysis after testing (2, 1)-SININA where VERICA already reported

a failure.
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Case Studies from VERICA — SNINA Flaw
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Case Studies from VERICA - ParTI

Design ¢(0, Tsr, MCoo ) C(1, Tsr, mCoo)
Implementation comb. memory Det./Corr. Prob. Det./Corr. Prob.
ParTI S-box (Detection) 678 78 — 17[0.866's] 17[1.010s] 0"[1.950 s]
ParTI S-box (Correction) 2063 72 - 17[4.103s] 17[3.677s] 0"[336.239 s]
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Case Studies from VERICA - SIFA

Design ¢(0, Tsr, mCoo) C(1, Tsr, mCoo) C(2, Tsr, MCoo)
Implementation comb. mem. SIFA Prob. SIFA Prob. SIFA Prob.
PTS 8 6 — 17[0.47s]  17[0.45 ] 17[0.45s]  17[0.46s] 17[0.44 8]
DysS 10 6 - 17[0.45s]  17[0.44 ] 17[0.45s]  17[0.46s] 17[0.45 ]
X3 30 30 - 1710.43s]  17[0.46 8] 0[0.46s] 17[0.46s] 07[0.49 ]
X5 52 42 — 17[0.44s]  17[0.48 ] 0[0.44s] 17[0.48 s] 07[0.54 s]
AES S-box, gi04 [HPB21] 631 0 - 0"[13.80s] 07[194.89s] 07[191.93 ] [o0] [o0]
AES S-box, full [HPB21] 634 0 —  0°[13.90s] 17[194.58s] 0°[194.70s] [o0] [o0]
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Case Studies from CINI — Gadgets

Gadget Design Verification
d k rand.  comb. reg. area [GE]  Def. (d, k) Time
. -1 0 3 0 47 (0,1)” 0.387s
8 -2 0 6 0 9 s (0,2) 0.397s
8 -3 0 13 0 15 = (0,3) 0.429s
4 0 18 0 197 (0,4)” 1.280s
- 1 0 15 0 17 (0,1)” 0.383s
] -2 0 75 0 983 z (0,27 0.445s
S 30 147 0 1943 = (0,3) 16.501 s
— 4 0 297 0 39 (0,4)” 6.24h
11 2 718 24 238 (1,17 0.409s
2 1 6 189 54 567 (2,1)” 0.485s
3 1 12 356 96 1032 (3.1 39.544's
o5 1 2 2 340 40 685  _ (1.2 1.490s
g 2 2 6 795 90 1595 £  (2,2) 6.321s
T 3 2 12 1420 160 2860 (3,2)7 4.662 min
1 3 2 590 56 1087 (1,3)  16.817min
2 3 6 1362 126 2502 (2,3) 3.807h
3 3 12 2456 224 4509 * 00
1 1 1 66 36 294 (1,1 0.389s
Q5 2 1 3 18 90 768  _  (2,1) 0.775s
T 1 2 1 210 60 640 & (1,2 0.804's
T 2 2 3 615 150 1730 (2,2) 5.643s
3 1 6 372 168 1460 B1¥@21)7  18.386h
11 2 78 24 240 (1,17 0.397s
2 1 6 189 54 573 (2,1)” 4.329s
3 1 12 356 96 1044 * 00
o 12 4 360 40 7B (12 7.153s
g 2 2 12 85 90 1725 & * 00
T 3 2 24 1540 160 3120 * 0
1 3 6 646 56 1203 (1,3)” 4.743h
2 3 18 1530 126 2852 * 0
3 3 36 2792 224 5200 * 00

* Due to the extensive amount of combinations, these gadgets could not be
verified with VERICA.
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Welsh'‘s t-test

_ Ho—

ol n of Welsh’s t-test is used to validate the null hypothesis.

ng Ny
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Differential Power Analysis (DPA)

Key Hypotheses Hypothetical Hypothetical .
Intermediate Values Power Consumption
(k1 ky - kg) . ,
» Ul,l Ul,K 1,1 1,K
d ‘l ()
1
d Measured
E Power Traces
Plaintext or dp - tr
Ciphertext : :
| tp1 tpr
i = it
RESULT ( P )
k1 = TkT

[MOPO08] Power analysis attacks: Revealing the secrets of smart cards.
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Fault-Injection Attacks [RBSG21]

Clock Glitches
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Fault-Injection Attacks [RBSG21]

Clock Glitches
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Underpowering and Voltage Glitches
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Fault-Injection Attacks [RBSG21]

Electromagnetic Pulses
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Fault-Injection Attacks [RBSG21]

Electromagnetic Pulses
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Fault-Injection Mechanisms — Temperature
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[RO8] Fundamentals of microelectronics.
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Details about the Location Parameter

[tgate

P = {tO' tl’ vy tT—l}

wherety, >t; > - >tr_;and T < |gregin|

gcluster,i = {g € gregin | t(g) = t;, t; € P}

gcluster,o = {99}
gcluster,l = {931 s 96} U {99}

Gelusterz = 190} U {93, 95, 96} U {99}
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Fault Injections in CMOS Gates — AND

zo -l PO

x14|
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1 —

N1

o —

NO

\Y4
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Fault Injections in CMOS Gates — XOR
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